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Sensors may be deployed in hostile environments. If an adversary captures a node, they may be able to access the private information within
the node. The adversary then can clone these sensors and deploy them in the network to launch a variety of attacks. In this paper, we
propose a new scheme, called SET, to detect such cloning attacks. Exclusive subsets are reliably constructed, and the intersection and
union of these subsets are calculated to detect the existence of node duplication.

O What makes it easy to clone sensors?

« Unattended deployment and management
All CLONES are under the control of an

» Easy to capture physically adversary

» Available general sensors (Cheap)
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